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passengers.  Advance coordination shall be made with airline and 
departure terminal officials and, when possible, with 
intermediate transfer terminals to develop mutually satisfactory 
arrangements within the terms of this regulation and Federal 
Aviation Administration (FAA) guidance to facilitate the 
courier's processing through airline ticketing, screening, and 
boarding procedures.  Local FAA field offices can often be of 
assistance.  During this coordination, specific advice shall be 
sought regarding the nature of documentation that will be 
required.  Generally, the following will meet commercial airline 
security requirements: 
 
    a.  The individual designated as courier shall possess an 
identification card that includes a photograph, date of birth, 
height, weight, and signature.  If the identification card does 
not contain these items they shall be included in the written 
authorization. 
 
    b.  The courier shall handcarry the original authorization 
letter and sufficient copies to provide documentation to airline 
officials.  Prepare the authorization letter on command 
letterhead authorizing transport of the classified information 
and include the following information: 
 
        (1) The full name of the individual and employing 
agency; 
 
        (2) Description of the personal identification the 
individual will present (e.g., Virginia Drivers License No. 
1234);  
 
        (3) Description of material being carried (e.g., three 
sealed packages, 9" X 8" X 24"), addressee and sender; 
 
        (4) The point of departure, destination, and known 
transfer points; 
 
        (5) A date of issue and expiration date;  
 
        (6) The name, title, and signature of the official 
issuing the letter.  The official shall sign each package or 
carton on its face;  
 
        (7) The name and a valid U.S. Government telephone 
number of the official designated to confirm the courier 
authorization letter.  Letters should also include a valid U.S. 
Government telephone number for the command duty officer. 
 
2.  If a return trip is necessary, the host security official at 
the original destination shall conduct all necessary 
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coordination and provide an endorsement to the original courier 
authorization letter to include the updated itinerary. 
 
9-14  ESCORT OR HANDCARRY OF CLASSIFIED INFORMATION TO THE 
      U.S. SENATE 
 
1.  Senate regulations require that all classified material 
intended for delivery to any Senator, staff member, Committee or 
other Senate office be delivered to the Office of Senate 
Security (OSS) which is the central document control facility 
for the U.S. Senate.  All Top Secret packages shall be 
handcarried to the OSS, Room S-407, the Capitol, Washington, DC 
20510-7114.  
 
2.  Authorized couriers may also deliver Secret or Confidential 
packages directly to the following Committees: 
 
    a.  The Committee on Appropriations, Room SD-122, Dirksen 
Building, United States Senate, Washington, DC 20510 (0900-1700 
weekdays only); 
 
    b.  The Committee on Armed Services, Room SR-228, Russell 
Building, United States Senate, Washington, DC 20510 (0930-1700 
weekdays only); 
 
    c.  The Committee on Foreign Relations, Room SD-415, Dirksen 
Building, United States Senate, Washington, DC 20510; or 
 
    d.  The Committee on Intelligence, Room SH-211, Hart 
Building, United States Senate, Washington, DC 20510. 
 
3.  Secret or Confidential material that is sent by registered 
mail shall be sent to the OSS, even if intended for one of the 
four Committees cited above.  In the event that authorized 
recipients at the above Committees are not available at the time 
delivery is attempted, classified material shall be delivered to 
the OSS.  Each of the above Committees may only accept 
classified material addressed to and intended for the Chairman, 
Ranking Member, or a named staff member of the Committee.  Under 
no circumstances shall classified packages be delivered directly 
to a Senator's personal office.  OSS does not accept any 
classified material for the U.S. House of Representatives.   
 
4.  Prepare classified material per paragraphs 9-8 and 9-9 with 
the inner envelope addressed to the intended recipient (e.g., 
Senator, staff member, committee, subcommittee, or other Senate 
office).  Include a multiple-copy receipt with all classified 
packages handcarried to the U.S. Senate. 
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 EXHIBIT 9A 
 
 TRANSMISSION OR TRANSPORTATION TO FOREIGN GOVERNMENTS 
 
1.  Classified information and/or material approved for release 
to a foreign government shall be transferred between authorized 
representatives of each government in compliance with the 
provisions of this exhibit.  Each contract, agreement, or other 
arrangement that involves the release of classified material as 
freight to foreign entities shall either contain detailed 
transmission instructions or require that a separate 
transportation plan be approved by the appropriate DoD security 
and transportation officials and the recipient government before 
release.  Transportation plan requirements are outlined in 
paragraph 9.   
 
2.  Classified information and/or material released directly to 
a foreign government representative shall be delivered or 
transmitted only to a person who has been designated, in 
writing, by the recipient government to sign for and assume 
custody and responsibility on behalf of the government 
(hereafter referred to as the "designated government 
representative").  This written designation shall contain 
assurances that such a person has a security clearance at the 
appropriate level and that the person shall assume full 
responsibility for the information on behalf of the foreign 
government.  The recipient shall be required to execute a 
receipt regardless of the level of classification.   
 
3.  Classified material that is suitable for transfer by courier 
or postal service per this policy manual, and that cannot be 
transferred directly to a foreign government's designated 
representative, shall be transmitted to: 
 
    a.  An embassy, consulate, or other official agency of the 
recipient government having extra-territorial status in the 
U.S.; or 
 
    b.  A U.S. embassy or U.S. military organization in the 
recipient country or in a third party country for delivery to a 
designated representative of the recipient government.   
 
4.  The shipment of classified material as freight via truck, 
rail, aircraft, or ship shall be per the following: 
 
    a.  The DoD officials authorized to approve a Foreign 
Military Sales (FMS) transaction that involves the delivery of 
U.S. classified material to a foreign purchaser shall, at the 
outset of negotiation or consideration of a proposal, consult 
with DoD transportation authorities (Surface Deployment and 
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Distribution Command (SDDC), Military Sealift Command, Air 
Mobility Command, or other authority, as appropriate), to 
determine whether secure shipment from the CONUS point of origin 
to the ultimate foreign destination is feasible.  Normally, the 
U.S. shall use the Defense Transportation System (DTS) to 
deliver classified material to the recipient government.  A 
transportation plan shall be developed by the DoD component that 
prepares the Letter of Offer and Acceptance (LOA) in 
coordination with the purchasing government.  Security officials 
of the DoD component that prepares the LOA shall evaluate the 
adequacy of the transportation plan. 
 
    b.  Classified shipments resulting from direct commercial 
sales shall comply with the same security standards that apply 
to FMS shipments.  To develop and obtain approval of the 
required transportation plan, cleared DoD contractors shall 
consult with the purchasing government and the DSS Cognizant 
Security Agency (CSA) before consummation of a commercial 
contract that will result in the shipment of classified 
material. 
 
    c.  Delivery of classified material to a foreign government 
at a point within the U.S. and its territories shall be 
accomplished at: 
 
        (1) An embassy, consulate, or other official agency 
under the control of the recipient government; 
 
        (2) The point of origin.  When a designated 
representative of the recipient government accepts delivery of 
U.S. classified material at the point of origin (for example, a 
manufacturing facility or depot), the DoD official who transfers 
custody shall ensure that the recipient is aware of secure means 
of onward movement of the material to its final destination, 
consistent with the approved transportation plan; 
 
        (3) A military or commercial Port of Embarkation (POE) 
that is a recognized point of departure from the U.S. and its 
territories for loading aboard a ship, aircraft, or other 
carrier.  In these cases, the transportation plan shall provide 
for U.S.-controlled secure shipments to the CONUS transshipment 
point and the identification of a secure storage facility, 
government or commercial, at or near the POE.  A DoD official 
authorized to transfer custody shall supervise or observe the 
loading of FMS material being transported when physical and 
security custody of the material has yet to be transferred 
formally to the foreign recipient.  In the event that transfer 
of physical and security custody cannot be accomplished 
promptly, the DoD official shall ensure that the classified 
material is either returned to a secure storage facility of the 
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U.S. shipper (government or contractor); segregated and placed 
under constant surveillance of a duly cleared U.S. security 
force at the POE; or held in the secure storage facility 
designated in the transportation plan; 
 
        (4) An appropriately cleared freight forwarder facility 
identified by the recipient government as its designated 
representative.  In these cases, a person identified as a 
designated government representative shall be present to accept 
delivery of the classified material and receipt for it, to 
include full acceptance of security responsibility. 
 
5.  Delivery outside the U.S. and its territories: 
 
    a.  U.S. classified material delivered to a foreign 
government within the recipient country shall be delivered on 
arrival in the recipient country to a U.S. Government 
representative who shall arrange for its transfer to a 
designated representative of the recipient government.  If the 
shipment is escorted by a U.S. Government official authorized to 
accomplish the transfer of custody, the classified material may 
be delivered directly to the recipient government's designated 
representative upon arrival.   
 
    b.  U.S. classified material to be delivered to the 
representatives of a foreign government within a third country 
shall be delivered to an agency or installation of the U.S. or 
the recipient country which has extra-territorial status or is 
otherwise exempt from the jurisdiction of the third country.  
Unless the classified material is accompanied by a U.S. 
Government official authorized to accomplish the transfer of 
custody, a U.S. Government official shall be designated locally 
to receive the shipment upon arrival and deliver it to the 
recipient government's designated representative. 
 
6.  Overseas shipments of U.S. classified material shall be made 
only via ships, aircraft, or other carriers that are: 
 
    a.  Owned or chartered by the U.S. Government or under U.S. 
registry; 
 
    b.  Owned or chartered by or under the registry of the 
recipient government; or 
 
    c.  Otherwise authorized by the head of the DoD component 
having classification jurisdiction over the classified material 
involved.  Overseas shipments of classified material shall be 
escorted, prepared for shipment, packaged, and stored aboard as 
prescribed elsewhere in this policy manual and in DoD 5220.22-M. 
 



         SECNAV M-5510.36 
June 2006 

 

 
9A-4 

7.  Only freight forwarders that have been granted an 
appropriate FCL by the DoD or the recipient government are 
eligible to receive, process related security documents, and 
store U.S. classified material authorized for release to foreign 
governments.  However, a freight forwarder that does not have 
access to or custody of the classified material, and is not 
required to perform security-related functions, need not be 
cleared. 
 
8.  Foreign governments may return classified material to a U.S. 
contractor for repair, modification, or maintenance.  At the 
time the classified material is initially released to the 
foreign government, the approved methods of return shipment 
shall be specified in the LOA for FMS material, the security 
requirements section of a direct commercial sales contract, or 
in the original transportation plan.  The contractor, upon 
notification of a return shipment, shall give advance notice of 
arrival to the applicable cognizant contracting command or the 
DSS and arrange for secure inland shipment within the U.S. if 
such shipment has not been prearranged. 
 
9.  Transportation plan requirements: 
 
    a.  Preparation and coordination: 
 
        (1) FMS.  U.S. classified material to be furnished to a 
foreign government or international organization under FMS 
transactions shall normally be shipped via the DTS and delivered 
to the foreign government within its own territory.  The U.S. 
Government may permit other arrangements for such shipments when 
it determines that the recipient foreign government has its own 
secure facilities and means of shipment from the point of 
receipt to ultimate destination.  In any FMS case, the DoD 
component having security cognizance over the classified 
material involved is responsible, in coordination with the 
foreign recipient, for developing a transportation plan.  When 
the point of origin is a U.S. contractor facility, the 
contractor and DSS shall be provided a copy of the plan by the 
DoD component. 
 
        (2) Commercial Transactions.  The contractor shall 
prepare a transportation plan for each commercial contract, 
subcontract, or other legally binding arrangement providing for 
the transfer of classified freight to foreign governments, to be 
moved by truck, rail, aircraft, or ship.  The requirement for a 
transportation plan applies to U.S. and foreign classified 
contracts.  The DSS will approve transportation plans that 
support commercial arrangements or foreign classified contracts. 
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        (3) The transportation plan shall describe arrangements 
for secure shipment of the classified material from the point of 
origin to the ultimate destination.  It shall identify 
recognized POEs from the U.S. and its territories for transfer 
to a specified ship, aircraft, or other authorized carrier.  It 
shall identify a government or commercial secure facility in the 
vicinity of the POEs and debarkation that can be used for 
storage if transfer or onward movement cannot take place 
immediately.  Except as described in paragraph 9a(4), a U.S. 
Government official authorized to transfer custody and control 
shall supervise the loading of classified material when it has 
yet to be officially transferred.  The plan shall provide for 
security arrangements in the event custody cannot be transferred 
promptly. 
 
        (4) Upon transfer of the title to the purchasing foreign 
government, classified material may be delivered to a freight 
forwarder that is designated, in writing, by the foreign 
government as its representative for that shipment and is 
cleared to the level of the classified information to be 
received.  The freight forwarder shall be provided a copy of the 
transportation plan and agree to comply. 
 
    b.  The transportation plan shall, as a minimum, include: 
 
        (1) A description of the classified material to be 
shipped and a brief narrative describing where and under what 
circumstances transfer of custody will occur; 
 
        (2) Identification, by name and title, of the designated 
government representative (or alternate) of the recipient 
government or international organization who will receipt for 
and assume security responsibility; 
 
        (3) Identification and specific location(s) of delivery 
point(s) and security arrangements while located at the delivery 
point(s); 
 
        (4) Identification of commercial carriers and freight 
forwarders or transportation agents who will be involved in the 
shipping process, the extent of their involvement, and their 
clearance; 
 
        (5) Identification of any storage or processing 
facilities and transfer points to be used; certification that 
such facilities are authorized by competent government authority 
to receive, store, or process the level of classified material 
to be shipped; and a description of security arrangements while 
located at the facilities; 
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        (6) Routes and, if applicable, security arrangements for 
overnight stops or delays enroute; 
 
        (7) Arrangements for dealing with port security and 
customs officials; 
 
        (8) The identification, by name or title, of couriers, 
escorts, or other responsible officials (e.g. captain or crew 
chief) to be used, including social security number, government 
identification, or passport number, security clearance, and 
details concerning their responsibilities; 
 
        (9) Description of the shipping methods to be used and 
the identification of the foreign or domestic carriers; 
 
        (10) Description of packaging requirements, seals, and 
storage during shipment; 
 
        (11) A requirement for the recipient government or 
international organization to examine shipping documents upon 
receipt in its own territory; and a requirement to notify DSS or 
the DoD component having security cognizance if the information 
has been transferred enroute to any carrier not authorized by 
the transportation plan; 
 
        (12) Requirement for the recipient government or 
international organization to inform DSS or the DoD component 
having security cognizance over the classified information 
promptly and fully of any known or suspected compromise of the 
classified information; 
 
        (13) Arrangements for return shipments, if necessary for 
repair, modification, or maintenance. 
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 CHAPTER 10 
 

STORAGE AND DESTRUCTION  
 
10-1  BASIC POLICY 
 
1.  Commanding officers shall ensure that all classified 
information is stored in a manner that will deter or detect 
access by unauthorized persons.  Classified information that is 
not being used or that is not under the personal observation of 
cleared persons who are authorized access shall be stored per 
this chapter.  To the extent possible, limit areas in which 
classified information is stored and reduce current holdings to 
the minimum required for mission accomplishment. 
 
2.  Weapons or pilferable items, such as money, jewels, precious 
metals, or narcotics shall not be stored in the same security 
containers used to store classified information.  
 
3.  There shall be no external markings revealing the 
classification level of information being stored in a specific 
security container, vault, or secure room.  Priorities for 
emergency evacuation and destruction shall not be marked or 
posted on the security container.  This does not preclude placing 
a mark or symbol on the security container for other purposes or 
applying decals or stickers required by the Director, Central 
Intelligence (DCI), for security containers used to store or 
process intelligence information. 
 
4.  Report to the Chief of Naval Operations (CNO (N3AT)), via CNO 
(N09N2), any weakness, deficiency, or vulnerability in any 
equipment used to safeguard classified information.  Include a 
detailed description of how the problem was discovered and the 
measures taken to mitigate it, and classify per chapter 4 of this 
policy manual, if applicable. 
 
10-2  STANDARDS FOR STORAGE EQUIPMENT 
 
The General Services Administration (GSA) establishes and 
publishes minimum standards, specifications, and supply schedules 
for containers, vault doors, modular vaults, and associated 
security devices suitable for the storage and destruction of 
classified information.  These are available at the DoD Lock  
Program site at: https://portal.navfac.navy.mil/portal/ 
page?_pageid=181,4914415&_dad=portal&_schema=PORTAL.  Reference 
(a) describes acquisition requirements for physical security 
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equipment used within the DoD.  Reference (b) promulgates 
national policy for procuring and using security containers for 
nformation Technology (IT) system purposes.   I
 
10-3  STORAGE REQUIREMENTS  
 
1.  Classified information not under the personal control or 
observation of an appropriately cleared person shall be guarded 
or stored in a locked GSA-approved security container, vault, 
modular vault, or secure room (open storage area constructed per 
exhibit 10A) as follows: 
 
    a.  Store Top Secret information by one of the following 
methods: 
 
        (1) In a GSA-approved security container with one of the 
following supplemental controls; 
 
            (a) The location housing the security container shall 
be subject to continuous protection by cleared guard or duty 
personnel; 
 
            (b) Cleared guard or duty personnel shall inspect the 
security container once every 2 hours; 
 
            (c) An Intrusion Detection System (IDS) with 
personnel responding to the alarm within 15 minutes of the alarm 
annunciation; or 
 
            (d) Security-in-Depth when the GSA-approved security 
container is equipped with a lock meeting Federal Specification 
FF-L-2740; or 
 
        (2) In a vault, modular vault or secure room constructed 
per exhibit 10A, equipped with an IDS and a personnel response to 
the alarm within 15 minutes of the alarm annunciation if the area 
is covered by Security-in-Depth, or a 5-minute alarm response if 
it is not. 
 
    b.  Store Secret information by one of the following methods: 
 
        (1) In the same manner prescribed for Top Secret; 
 
        (2) In a GSA-approved security container, modular vault, 
or vault without supplemental controls; or  
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        (3) Until 1 October 2012, in a non-GSA-approved container 
having a built-in combination lock.  One of the following 
supplemental controls is required: 
 
            (a) The location housing the security container is 
subject to continuous protection by cleared guard or duty 
personnel; 
 
            (b) A cleared guard or duty personnel shall inspect 
the area once every 4 hours; or 
 
            (c) An IDS with the personnel responding to the alarm 
within 15 minutes of alarm annunciation. 
 
        (4) Commands are encouraged to replace non-GSA-approved 
cabinets with GSA-approved security containers as soon as 
feasible prior to the mandatory replacement date of 1 October 
2012.   
 
    c.  Store Confidential information in the same manner 
prescribed for Top Secret or Secret except that supplemental 
controls are not required. 
 
2.  Under field conditions during military operations, the 
commanding officer may require or impose security measures deemed 
adequate to meet the storage requirements in paragraphs 
10-3.1a through c, commensurate to the level of classification. 
 
3.  Reference (c) governs the requirements for storing classified 
ordnance items too large to store in GSA-approved containers. 
 
4.  Storage areas for bulky material containing Secret or 
Confidential information may have access openings secured by  
GSA-approved combination padlocks (Federal Specification FF-L-
2890 Series), or high security key-operated padlocks (MIL-
P-43607).  If these storage requirements cannot be met afloat or 
on board aircraft, Secret or Confidential information may be 
stored in a locked container constructed of metal or wood (such 
as a foot locker or cruise box) secured by a GSA-approved padlock 
meeting Federal Specification FF-P-110.  The area in which the 
container is stored shall be locked when not manned by U.S. 
personnel and the security of the locked area checked once every 
24 hours.     
 
5.  Commanding officers shall establish standard operating 
procedures, to include screening points, in order to ensure that 
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all incoming mail, including bulk shipments, are secured until a 
determination is made as to whether or not they contain 
classified information.  Overnight storage of certain unopened 
mail, overnight delivery, USPS Express, first class, certified, 
or registered mail (all of which could contain classified 
information), shall be safeguarded per chapter 7, paragraphs 7-3 
through 7-5 and reference (d). 
 
10-4  PROCUREMENT OF NEW STORAGE EQUIPMENT 
 
1.  If new security storage equipment is needed, procure it from 
the GSA Federal Supply Schedule.  However, prior to procuring new 
storage equipment, conduct a physical security survey of existing 
equipment and review classified records on hand.  Coordinate with 
the records manager to determine if it is feasible to use 
available equipment or to retire, return, declassify, or destroy 
a sufficient volume of records on hand to make the needed 
security storage space available.  Promptly report excess 
containers (if any) to property disposal and fulfill requirements 
for added equipment through property disposal when that is more 
cost effective. 
 
2.  GSA approved containers are primarily used to store 
classified documents, components, materials, and equipment.  
There are several types and classes of GSA approved containers.  
Presently there are two classes of containers being manufactured: 
Class 5 and Class 6.  Only Class 5 and 6 containers are on the 
current GSA schedule.  Approved security containers removed from 
the GSA schedule may still be used to store classified 
information provided they meet the original level of integrity 
and have not had the Test Certification Label removed for cause. 

3.  GSA approved security containers and vault doors must have a 
GSA label affixed on the outside of the door or front of the 
control drawer (drawer with the combination lock).  The label 
should have the words "GSA Approved Security Container" or "Vault 
Door" (as appropriate).  If the container or vault door does not 
have the label, it may have been removed because the 
container/door is no longer approved.  The container or vault 
door must be inspected and recertified by a person specifically 
trained and authorized by the GSA before it can be used to 
protect classified material.  Upon completion of the inspection, 
a "GSA Approved Recertified Security Container" label will be 
applied and the container/vault door is then considered 
authorized for storage/protection of classified material.  If the 
container fails inspection, it must be repaired in accordance 
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with Federal Standard 809, "Federal Standard Neutralization and 
Repair of GSA-Approved Security Containers," before the re-
certification label can be applied.  Information on availability 
and location of technicians may be obtained from the DOD Lock 
Program (800-982-1219) or from the GSA furniture center, 
www.gsa.gov.   

4.  GSA approved containers manufactured before October 1990 are 
identified by GSA label that has either black lettering on a 
silver background, or silver on black.  Since October 1990 only 
Class 5, 6, and 7 containers have been manufactured.  GSA 
approved Class 5 and 6 containers manufactured after October 1990 
have a silver label with red lettering, or red with silver 
lettering.  GSA approved Class 7 containers have a silver label 
with green lettering.  Class 7 containers were available in 
filing cabinet style only and are no longer manufactured.  New 
Information Processing System (IPS) containers are GSA-approved 
security containers for protection of IT systems.  The labels for 
IPS have blue lettering. 

    a.  Class 5 containers provide the same protection as Class 6 
plus ten minutes against forced entry attack.  Class 5 containers 
come in several types:  file cabinet, map and plan, weapon 
storage, COMSEC, and IPS. 
    b.  Class 6 containers are typically used for storage of 
classified information such as documents, maps, drawings, and 
plans.  They come in file cabinet, and map and plan styles. 
 
10-5  REMOVAL OF SECURITY CONTAINERS   
 
Security containers that have been used to store classified 
information shall be inspected by appropriately cleared personnel 
before removal from protected areas or before unauthorized 
persons are allowed access to them.  The inspection shall ensure 
that no classified information remains within, and beneath and 
etween drawers. b
 
10-6  SHIPBOARD CONTAINERS AND FILING CABINETS 
 
1.  Shipboard containers shall conform to DON standards for 
durability, size, weight, maintainability, and safety.  These 
cabinets and safe lockers are designed and constructed according 
to various hull type drawings and ship drawings, and are equipped 
with mechanical Group 1R combination locks.  If the existing 
locks need repair or replacement, they will be replaced with 
locks meeting Federal Specification FF-L-2740. 



         SECNAV M-5510.36 
June 2006 

 

 

 10-6                  

2.  The requirement to store Secret and Confidential information 
in these types of shipboard containers also includes implementing 
supplemental security measures such as continuous operations, or 
locking the surrounding area when not manned by U.S. personnel 
with the locked area checked every 24 hours. 
 
3.  New ship designs shall include requirements for GSA-approved 
security containers and comply with the storage requirements of 
this policy manual.   
 
10-7  VAULTS AND SECURE ROOMS 
 
1.  Entrances to vaults or secure rooms shall be under visual 
control during duty hours to prevent entry by unauthorized 
personnel, or equipped with electric, mechanical, or electro-
mechanical access control devices to control access.  
Electrically actuated locks (e.g., cipher and magnetic strip card 
locks) do not afford by themselves the required degree of 
protection for classified information and shall not be used as a 
substitute for the locks prescribed in paragraph 10-3.  
 
2.  GSA-approved modular vaults meeting Federal Specification AA-
V-2737 may be used to store classified information as an 
alternative to vault requirements as described in exhibit 10A. 
 
10-8  SPECIALIZED SECURITY CONTAINERS 
 
1.  GSA-approved field safes and special purpose one and  
two-drawer light-weight security containers are intended 
primarily for storage of classified information in situations 
where normal storage is not feasible.  These containers shall be 
securely fastened to the structure to render them non-portable or 
kept under constant surveillance to prevent their theft. 
 
2.  GSA-approved map and plan file containers are available to 
store odd-sized classified items such as computer media, maps, 
and charts. 
 
10-9  DECERTIFIED SECURITY CONTAINERS 
 
1.  Security containers manufactured by Remington Rand must be 
removed from service and disposed of under accepted safety 
standards.   
 



 SECNAV M-5510.36 
June 2006 

 

 

 10-7                  

2.  Two and four-drawer Class 5 security containers manufactured 
by Art Metal Products, Inc., are no longer approved for the 
storage of classified information.   
 
3.  The GSA approval labels must be removed from decertified  
security containers. 
 
10-10  RESIDENTIAL STORAGE 
 
1.  Top Secret information may not be removed from designated 
areas for work at home during off-duty hours except as authorized 
by the Secretary of Defense, the Secretaries of the Military 
Departments, the Combatant Commanders, or CNO (N09N). 
 
2.  Secret and Confidential information may not be removed from 
designated areas for work at home during off-duty hours except as 
authorized by the CNO (N09N), a Fleet Commander, the Commanders 
of the naval systems commands, the Chief of Naval Research, the 
Commandant of the Marine Corps, or the Commanding General of U.S. 
Marine Forces Command. 
 
3.  These requests will not be considered unless a critical 
operational requirement exists.  In each instance, commands shall 
develop written procedures that include the requirement for the 
information to be under personal control of the authorized 
individual at all times when it is not secured in a GSA-approved 
security container, identification and signature receipt of the 
information temporarily stored, and reconciliation upon its 
return.  The classified information shall be stored in a GSA-
approved storage container and protected by an IDS.  Other 
methods of supplemental control may be used in lieu of an IDS, if 
they provide substantially the same assurance of protection.   
 
4.  A copy of all residential storage approvals shall be 
furnished to CNO (N09N2). 
 
10-11  REPLACEMENT OF COMBINATION LOCKS  
 
1.  Exhibit 10B is the priority list for replacing existing 
mechanical combination locks with locks meeting Federal 
Specification FF-L-2740.  The mission and location of the 
command, the classification level and sensitivity of the 
information, and the overall security posture of the command 
determines the priority for replacement of existing combination 
locks.  All system components and supplemental security measures 
including an IDS, automated entry control subsystems, video 
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assessment subsystems, and level of operations shall be evaluated 
when determining the priority for replacement of security 
equipment.  Priority 1 requires immediate replacement.     
 
2.  New purchases of combination locks shall conform to Federal 
Specification FF-L-2740.  Existing mechanical combination locks 
may not be repaired, but will be replaced with locks meeting 
Federal Specification FF-L-2740.   
 
10-12  COMBINATIONS 
 
1.  Only personnel who have the responsibility and possess the 
appropriate security clearance eligibility and access will change 
combinations to security containers, vaults and secure rooms.  
Combinations will be changed: 
 
    a.  When first placed in use; 
 
    b.  When an individual knowing the combination no longer 
requires access unless other sufficient controls (e.g., security-
in-depth) exist to prevent access to the lock; 
 
    c.  When subjected to compromise; or 
 
    d.  When taken out of service.  Built-in combination locks 
will then be reset to the standard combination 50-25-50; 
combination padlocks will be reset to the standard combination 
10-20-30. 
 
2.  In selecting combination numbers, sequential numbers (i.e., 
multiples of five, simple ascending or descending arithmetical 
series) and personal data, such as birthdates and Social Security 
numbers shall not be used.  The same combination shall not be 
used for more than one container. 
 
3.  The classification of the combination shall be treated at the 
same level of the classified information stored therein.  Mark 
any written record of the combination with the appropriate 
classification level. 
 
4.  Maintain a record for each security container, vault, or 
secure room door showing the location of each, the names, home 
addresses, and home telephone numbers of the individuals having 
knowledge of the combinations and who are to be contacted in the 
event the security container, vault or secure room is found open 
and unattended.  Use SF 700, "Security Container Information," 
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for this purpose.  Place Part 1 of the completed SF 700 on an 
interior location in security containers, vault or secure room 
doors.  Mark Parts 2 and 2A of the SF 700 to show the highest 
classification level and any special access notice applicable to 
the information stored therein.  Store Parts 2 and 2A in a 
security container other than the one to which it applies.  If 
necessary, continue the listing of persons having knowledge of 
the combination on an attachment to Part 2. 
 
10-13  KEY AND PADLOCK CONTROL 
 
1.  Commanding officers shall establish administrative procedures 
for the control and accountability of keys and locks whenever 
high security key-operated padlocks are used.  The level of 
protection provided each key will be equivalent to the highest 
classification level of information being protected by the 
padlock.   
 
2.  Reference (e) makes unauthorized possession of keys, 
key blanks, keyways, or locks adopted by any part of the DoD for 
use in the protection of conventional arms, ammunition or 
explosives (AA&E), special weapons, and classified equipment a 
criminal offense punishable by fine or imprisonment up to 10 
years, or both. 
 
3.  Reference (f) governs key security and lock control used to 
protect classified information. 
 
10-14  SECURING SECURITY CONTAINERS 
 
When securing security containers, rotate the dial of mechanical 
combination locks at least four complete turns in the same 
direction, and check each drawer.  Rotate the dial of the XO 
Series locks at least one turn in each direction.  If the dial is 
only a quick twist, it is possible to open most locks merely by 
turning the dial back to its opening position.  
 
10-15  REPAIR, MAINTENANCE, AND OPERATING INSPECTIONS 
 
1.  Neutralization of lock-outs, repairs and maintenance of GSA-
Approved security containers shall be accomplished in accordance 
with "Federal Standard 809, "Neutralization and Repair of GSA-
approved Containers," and shall be accomplished only by 
authorized persons who have been the subject of a trustworthiness 
determination per reference (g) or who are continuously escorted. 
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    a.  With the exception of frames bent through application of 
extraordinary stress, a GSA-approved security container 
manufactured prior to October 1991 (identified by a silver GSA-
label with black lettering affixed to the exterior of the 
container) is considered restored to its original state of 
security integrity as follows: 
 
        (1) If all damaged or altered parts (e.g., locking 
drawer, drawer head, or lock) are replaced with new or 
cannibalized parts; or 
 
        (2) If a container has been drilled immediately adjacent 
to or through the dial ring to neutralize a lock-out, the 
replacement lock shall meet Federal Specification FF-L-2740; the 
drilled hole shall be repaired with a tapered case-hardened steel 
rod (e.g., dowel, drill bit, or bearing) with a diameter slightly 
larger than the hole and of such length that when driven into the 
hole there remains, at each end of the rod, a shallow recess not 
less than 1/8 inch nor more than 3/16 inch deep to permit the 
acceptance of substantial welds; and the rod is welded on the 
inside and outside surfaces.  The outside of the drawer head 
shall be puttied, sanded, and repainted so no visible evidence of 
the hole or its repair remains on the outer surface after 
replacement of the damaged parts. 
 
    b.  In the interest of cost efficiency, the procedures 
identified in paragraph 10-15.1.a(2) shall not be used for 
GSA-approved security containers purchased after October 1991 
(identified by a silver GSA label with red lettering affixed to 
the outside of the container control drawer) until it is first 
determined whether warranty protection still applies.  To make 
this determination, contact the manufacturer and provide the 
serial number and date of manufacture of the container.  If a 
Class 5 security container is under warranty, use the procedures 
described in the Naval Facilities Engineering Service Center 
(NFESC) Technical Data Sheet (TDS) 2000-SHR, "Neutralizing 
Locked-Out Containers," to neutralize a lock-out.  If a Class 6 
security container is under warranty, use the procedures 
described in the NFESC TDS 2010-SHR, "Red Label Class 6 Security 
Container Opening Procedures," to neutralize a lock-out.  Go to 
the DoD Lock Program site for additional information.  
 
2.  GSA-approved containers that have been drilled in a location 
or repaired in a manner other than described in paragraph 10-
15.1.a(2) are not considered restored to their original state of 
security integrity.  Remove the "Test Certification Label" on the 
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inside of the locking drawer and the "Approved Security 
Container" label on the outside of the top drawer of the 
container.  Place a permanently marked notice to this effect on 
the front of the container to indicate that these containers may 
be used to store only unclassified information. 
 
3.  When repair results are visible and could be mistaken for 
marks left in an attempt to gain unauthorized entry to the 
container, the locksmith should stamp a registration mark on the 
metal surface of the container and post a label inside the 
locking drawer stating the details of the repair.  Use exhibit 
10C to record the history of the security equipment to reflect 
the operating problems, the type of maintenance, the date 
repaired/inspected, the name and company of the technician, the 
name of the command, and the certifying official.  Retain this 
record for the service life of the security container or vault 
door per reference (h). 
   
4.  External modification of GSA-approved security containers to 
attach additional locking devices or alarms is prohibited.   
 
10-16  ELECTRONIC SECURITY SYSTEM (ESS) 
 
1.  An ESS consists of one or a combination of the following 
subsystems: 
 
    a.  Intrusion Detection System (IDS).  
 
    b.  Closed Circuit Television (CCTV); and 
 
    c.  Access Control System (ACS).   
 
2.  An IDS consists of monitors and electronic sensors designed 
to detect, not prevent, an attempted intrusion.  These sensors 
are designed to detect movement, changes in heat sources, door 
openings, and sound changes.  A CCTV system is designed to 
assess, view areas, or detect an intrusion.  Some of the major 
components of a CCTV system are cameras, thermal imagers, 
switchers, and video motion detectors.  An ACS system is designed 
to help control access to spaces.  ACS components consist of card 
reader devices and/or biometrics, such as hand geometry, iris or 
fingerprint scanners, and the computers to control them. 
    
3.  An ESS provides additional protective controls at vital areas 
in the event of human or mechanical failure.  The use of an ESS 
in the protection program of a command may be required because of 
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the critical importance of a command's mission, design, layout, 
or location of the facility.  In some instances, its use may be 
justified as a more economical and efficient substitute for other 
protective measures.   
 
4.  Exhibit 10D provides guidance regarding IDSs and ACSs. 
 
10-17  DESTRUCTION OF CLASSIFIED INFORMATION 
 
1.  Destroy classified information no longer required for 
operational purposes per reference (h).  Destruction of 
classified information shall be accomplished by means that 
eliminate risk of recognition or reconstruction of the 
information. 
 
2.  Commanding officers should establish at least one day each 
year as "clean-out" day when specific attention and effort are 
focused on disposition of unneeded classified material.  
Classified material that cannot be destroyed because of its 
historical value shall be reevaluated and, when appropriate, 
downgraded, declassified, or retired to a designated record 
center.  
 
3.  Refer to references (i) for destroying COMSEC information, 
reference (j) for destroying SCI, and reference (k) for 
destroying NATO information.  
 
4.  Refer to reference (l) for IT storage media destruction 
techniques. 
 
5.  The Directorate for Information Systems Security, NSA, 
provides technical guidance concerning appropriate methods, 
equipment, and standards for the destruction of classified 
electronic media and processing equipment components.  
 
6.  Refer to exhibit 2B for emergency destruction guidelines. 
 
10-18  DESTRUCTION METHODS AND STANDARDS 
 
1.  Various methods and equipment may be used to destroy 
classified information that include burning, cross-cut shredding, 
wet-pulping, mutilation, chemical decomposition, or pulverizing.  
 
2.  A cross-cut shredder shall reduce the information to shreds 
no greater than five square millimeters.  New purchases of cross-
cut shredders will be from those listed on the NSA/CSS Evaluated 
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Products List for High Security Crosscut Paper Shredders (see the 
latest information on cross-cut shredders at www.navysecurity. 
navy.mil).  Crosscut shredders purchased prior to 1 January 2003 
which reduce the information to shreds no greater than 3/64 inch 
wide by 1/2 inch long may continue to be used until October 2008; 
however, the bag containing the shredded material must be stirred 
or agitated prior to disposal.   
 
3.  Residue from disintegrators shall not exceed five square 
millimeters in size.   
 
4.  Pulping (wet process) devices with a 1/4 inch or smaller 
security screen may be used to destroy classified water-soluble 
material.  
 
5.  Strip shredders are not authorized for the destruction of 
classified information.  
 
10-19  DESTRUCTION PROCEDURES 
 
1.  Commanding officers shall establish procedures to ensure that 
all classified material intended for destruction is destroyed by 
authorized means and appropriately cleared personnel.   
 
2.  Classified material pending destruction shall be controlled 
in a manner designed to minimize the possibility of unauthorized 
removal or access.  A burn bag may be used to store classified 
material awaiting destruction at a central destruction facility. 
Seal and safeguard each burn bag at the highest level of 
classified material contained therein until actually destroyed.   
 
3.  A record of destruction is required for Top Secret 
information.  OPNAV 5511/12, "Classified Material Destruction 
Report," may be used for this purpose.  Record destruction of Top 
Secret and any special types of classified information (if 
required) by any means as long as the record includes complete 
identification of the information destroyed and date of 
destruction.  Two witnesses shall sign the record when the 
information is placed in a burn bag or actually destroyed.  
Retain Top Secret records of destruction for five years as 
prescribed in reference (h).  Records of destruction are not 
required for waste products.  Top Secret working papers are not 
considered “waste products”. 
 
4.  Records of destruction are not required for Secret and 
Confidential information except for special types of classified 



         SECNAV M-5510.36 
June 2006 

 

 

10-14                  

information (see paragraphs 7-8 and 10-17).  Administrative 
procedures for recording final disposition of Secret material, 
whether by destruction or transmission outside the command, must 
be established in order to support the requirements of paragraph 
7-4. 
 
10-20  DESTRUCTION OF CONTROLLED UNCLASSIFIED INFORMATION  
 
1.  Destroy record copies of FOUO, SBU, DoD UCNI, DOE UCNI, and 
unclassified technical documents assigned Distribution Statements 
B through X, per reference (h).  Non-record copies may be 
destroyed by any means approved for the destruction of classified 
information, or by any means that would make it difficult to 
recognize or reconstruct the information.  Records of destruction 
are not required.    
 
2.  IT storage media containing digital FOUO, SBU, DoD UCNI, and 
unclassified technical documents shall, at a minimum, be 
reformatted prior to reuse within a DoD IT systems per references 
(l) and (m). 
 
3.  Destroy unclassified NNPI in the same manner approved for 
classified information. 
 

MMANDS 10-21  DISPOSITION OF CLASSIFIED INFORMATION FROM CO
R TURNED OVER TO        REMOVED FROM ACTIVE STATUS O

       FRIENDLY FOREIGN GOVERNMENTS 
 
1.  Commanding officers shall ensure that all classified 
information has been removed before relinquishing security 
control of a ship, shore activity, or aircraft for striking, 
decommissioning, deactivation, or rehabilitation.  Disposal shall 
be per reference (h) or stored at an approved facility when the 
status is temporary. 
 
    a.  The commanding officer shall certify to the command 
accepting custody that a security inspection has been conducted 
and that all classified information has been removed.  If, for 
some reason, all classified information has not been removed, the 
certification shall document the information remaining, the 
authority and reason. 
 
    b.  Where possible, conduct the security inspection jointly 
with the command accepting custody. 
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2.  Commanding officers shall ensure that the release of 
classified information in connection with the transfer to a 
friendly foreign government is processed per reference (n), and 
that the permission of the Archivist of the U.S. is obtained 
before transferring records to other agencies or non-U.S. 
Government organizations, including foreign governments, per 
reference (n).     
 
 REFERENCES 
 
(a) DoD Directive 3224.3, Physical Security Equipment (PSE): 
      Assignment of Responsibility for Research, Development, 
      Testing, Evaluation, Production, Procurement, Deployment, 
      and Support, 17 Feb 89 
 
(b) Committee on National Security Systems Policy (CNSSP) No. 10,  
      National Policy Governing Use of Approved Security  
      Containers in Information System Security Applications,  
      21 Jul 99  
 
(c) OPNAVINST 5530.13C, DON Physical Security Instruction for 
      Conventional Arms, Ammunition and Explosives (AA&E), 
      26 Sep 03 
 
(d) OPNAVINST 5112.6C, Department of the Navy (DON) Postal  
      Instructions, 8 Jun 98 
 
(e) Title 18, U.S.C., Section 1386, Crimes and Criminal 
      Procedures 
 
(f) OPNAVINST 5530.14C, Navy Physical Security, 10 Dec 98  
 
(g) SECNAVINST 5510.30 (Series), DON Personnel Security Program 
      Regulation 
 
(h) SECNAV M-5210.1, Records Management Manual, Dec 05 
 
(i) EKMS-1, CMS Policy and Procedures for Navy Electronic Key  
      Management Systems (U), 5 Oct 04  
 
(j) DoD 5105.21-M-1, DoD Sensitive Compartmented Information  
      Administrative Security Manual, 3 Aug 98  
 
(k) USSAN 1-69, United States Implementation of NATO Security  
      Procedures, 21 Apr 82  
 











SECNAV M-5510.36 
June 2006 

 
 

 

 
11A-2 



 SECNAV M-5510.36 
June 2006 

 

 

 

 12-1                  

CHAPTER 12 
 

LOSS OR COMPROMISE OF CLASSIFIED INFORMATION   
 
12-1  BASIC POLICY 
 
1.  The loss or compromise of classified information presents a 
threat to the national security.  Reports of loss or compromise 
ensure that such incidents are properly investigated and the 
necessary actions are taken to negate or minimize the adverse 
effects of the loss or compromise and to preclude recurrence.   
    
2.  A loss of classified information occurs when it cannot be 
accounted for or physically located. 
 
3.  A compromise is the unauthorized disclosure of classified 
information to a person(s) who does not have a valid security 
clearance, authorized access or need-to-know.   
 
4.  A possible compromise occurs when classified information is 
not properly controlled. 
 
5.  For the purposes of this policy manual, electronic spillage 
occurs when data is placed on an IT system possessing 
insufficient information security controls to protect the data at 
the required classification.  Electronic spillage resulting in 
the compromise of classified information is subject to the 
requirements of this chapter. 
 
12-2  REPORTING RESPONSIBILITIES 
  
1.  Commanding Officer.  When a loss or compromise of classified 
information occurs, the cognizant commanding officer or security 
manager shall immediately initiate a Preliminary Inquiry (PI).  
If, during the conduct of the PI, it is determined that a loss or 
compromise of classified information did occur, the local NCIS 
office will be notified.  The contacted NCIS office shall 
promptly advise whether or not it will open an investigation and 
provide advice and assistance to the PI as necessary.  Timely 
referral to the NCIS is imperative to ensure preservation of 
evidence for any possible counterintelligence (CI) or criminal 
investigation.   
 
2.  Security Manager.  The Security Manager shall be responsible 
for overseeing the PI.  In the event of compromise or possible 
compromise on an IT system, the Security Manager shall coordinate 
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with the IA Manager (IAM) to ensure that these incidents are 
properly reported in accordance with both this policy manual and 
reference (a). Additionally, the IAM shall ensure that the 
possibly compromised classified information is sanitized from the 
affected system(s) in accordance with reference (e) when directed 
to do so by the security manager or commanding officer. 
 
3.  Individual.  An individual who becomes aware that classified 
information is lost or compromised shall immediately notify their 
security manager or commanding officer of the incident, as well 
as their supervisory chain of command.  If the reporting 
individual believes the security manager or commanding officer 
may be involved in the incident, they must notify the next higher 
echelon of command or supervision.  If circumstances of discovery 
make such notification impractical, the reporting individual 
shall notify the commanding officer or security manager at the 
most readily available command or contact the local NCIS office.  
 
12-3  PRELIMINARY INQUIRY  
 
A PI is the initial process to determine the facts surrounding a 
possible loss or compromise of classified information.  At the 
conclusion of the PI, a narrative of the PI findings will be 
prepared.  This report will determine additional investigative or 
command actions.  A PI is convened by the command with custodial 
esponsibility over the lost or compromised information.  r
 
12-4  PRELIMINARY INQUIRY INITIATION  
 
1.  The commanding officer shall appoint, in writing, a command 
official (other than the security manager or anyone involved with 
the incident) to conduct a PI.  This individual shall have 
security clearance eligibility and access commensurate to the 
classification level of the information involved; the ability to 
conduct an effective, unbiased investigation; and shall not be 
someone involved, either directly or indirectly, with the 
incident.  The security manager shall provide advice and 
guidance, as necessary. 
 
2.  A PI shall be initiated and completed within 72 hours of 
initial discovery of the incident. If circumstances exist that 
would delay the completion of the PI within 72 hours, the next 
superior in the administrative chain of command, the CNO (N09N2), 
the originator of the information, the Original Classification 
Authority (OCA) of the lost or compromised information, the local 
NCIS office and all others required by paragraph 12-8 shall be 
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notified of the reason for the delay and expected completion 
date.  A pending NCIS investigation shall not delay the 
completion of a PI, unless the NCIS Special Agent in Charge (SAC) 
requests that command actions be held in abeyance in order to 
reserve evidence for CI or criminal investigations. p
 
12-5  CONTENTS OF THE PI MESSAGE OR LETTER   
 
The PI shall completely and accurately identify the information 
lost or compromised.  This identification shall include the 
information's subject or title, classification of the information 
(including any relevant warning notices or intelligence control 
markings, downgrading and declassification instructions), all 
identification or serial numbers, the date of the information, 
the originator, the OCA, the number of pages or amount of 
material involved, a point of contact from the command, a command 
telephone number, the Unit Identification Code (UIC) of the 
custodial command, etc. (see exhibits 12A and 12B for sample PI 
formats).  The PI shall identify the NCIS agent contacted, and 
also indicate whether a Judge Advocate General Manual (JAGMAN) 
investigation will or will not be conducted. 
 
12-6  CLASSIFICATION OF THE PI MESSAGE OR LETTER    
 
1.  Every effort should be made to keep the PI unclassified and 
without enclosures.  However, if the lost information is beyond 
the jurisdiction of the U.S. Government, and cannot be recovered, 
the PI shall be classified (using the classification and 
associated markings of the lost information as the derivative 
source) to prevent its recovery by unauthorized persons.   
 
2.  If the information involves a Public Media compromise and the 
PI contains information that could enable others to locate the 
classified information, the PI must be classified commensurate to 
the security classification level of the compromised information. 
See paragraph 12-18 for additional information on Public Media 
compromises. 
 
12-7  ACTIONS TAKEN UPON PI CONCLUSION 
          
1.  Forward the PI by message or letter to the addressees in 
paragraph 12-4 if the PI concludes that a loss or compromise of 
classified information occurred or if a significant command 
security weakness or vulnerability is revealed.  Loss or 
compromise should be assumed unless the information did not leave 
the control of the U.S. Government.  A loss or compromise is 
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considered “beyond the jurisdiction of the U.S. Government” if 
the information is, for example, transmitted over the Internet; 
is publicly revealed or becomes the subject of a public media 
compromise; or is improperly revealed to an unauthorized 
individual or entity over which the U.S. Government has no 
authority.   
 
2.  A JAGMAN investigation is required in the event that 
disciplinary action is being considered or recommended by the PI, 
or compromise of classified information is considered likely to 
have occurred.  In these circumstances, the command shall 
immediately initiate the JAGMAN investigation (see paragraphs 12-
9 and 12-10), and notify the local NCIS office and all PI 
addressees.  If the PI concludes that a significant security 
weakness or vulnerability exists due to the failure of a person 
to comply with established security practices and/or procedures, 
the commanding officer shall immediately take any necessary 
corrective actions to prevent recurrence.  
 
3.  Do not forward the PI message or letter if the PI concludes 
that a loss or compromise of classified information did not occur 
or the possibility of compromise is remote due to the belief that 
the information was never outside the control of cleared U.S. 
Government personnel.  However, if minor security weaknesses or 
vulnerabilities are revealed due to the failure of a person to 
comply with established security practices and/or procedures, the 
commanding officer will immediately take the necessary 
disciplinary and/or corrective actions to prevent recurrence.   
 
4.  A record of the PI must be kept regardless of its 
conclusions.  If the PI concludes that further action is not 
warranted, and the report is not to be forwarded per paragraph 
12-4, the PI may be recorded as a memorandum for the record or 
other less formal document. Such records will be retained for two 
years per reference (b).  
 
5.  Determining the course of action at the conclusion of a PI 
remains the responsibility of the commanding officer, who must 
carefully consider the circumstances surrounding each loss or 
compromise, and apply risk management principles in making 
decisions about the probability of compromise.  The security 
manager shall provide advice and guidance to the commanding 
officer, as appropriate, in making this decision.  Additionally, 
the security manager will take appropriate administrative action 
regarding any individual's failure to comply with established 
security practices. 
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12-8  REPORTING LOSSES OR COMPROMISES OF SPE
      CLASSIFIED INFORMATION AND EQUIPMENT  

CIAL TYPES OF 

 
1.  Report losses or compromises of classified IT systems, 
terminals, or equipment to the CNO (N09N2).  The CNO (N09N2) 
shall notify CNO (N6) and the Director, Information Assurance, 
Undersecretary of Defense (Intelligence). 
  
2.  Report losses or compromises involving NATO classified 
information to CNO (N09N2).  Per reference (a), CNO (N09N2) will 
notify the Navy International Program Office (IPO) and the United 
States Security Authority for NATO affairs (USSAN) via the Office 
of the Deputy Undersecretary of Defense (TSP&NDP). 
 
3.  Report losses or compromises involving FGI to the CNO 
(N09N2), who shall notify ODUSD (TSP&NDP).  
 
4.  Report losses or compromises involving DoD SAPs, or results 
of inquiries or investigations that indicate weaknesses or 
vulnerabilities in established SAP policy, to the Director, 
Special Programs (ODUSD(CI&S)) via the Director, Special Programs 
Division (CNO (N89)).    
  
5.  Report losses or compromises involving Restricted Data 
(including CNWDI), and Formerly Restricted Data (when it involves 
unauthorized disclosure to a foreign government), to the CNO 
(N09N2), who shall notify the Department of Energy, with a copy 
to the local NCIS office. 
    
6.  Report losses or compromises involving SIOP and SIOP-ESI to 
the Joint Chiefs of Staff (JCS) and the U.S. Commander, Strategic 
Command (USSTRATCOM) by the quickest means possible, consistent 
with security requirements.  Include an opinion as to the 
probability of compromise.  The USSTRATCOM commander will then 
recommend appropriate actions with regard to modification of the 
plan or related procedures for consideration by the JCS. 
  
7.  Report losses or compromises of COMSEC information or keying 
material to the controlling authority, which shall determine if a 
traffic review is necessary.  If a review is warranted, it shall 
be conducted using the procedures contained in reference (c).  
The "initial report" required by reference (c) satisfies the 
requirement for a PI (see paragraph 12-2), provided copies are 
sent to CNO (N09N2), the National Security Agency, and the local 
NCIS office.  Aside from this one exception, the procedures set 
forth in reference (b) shall be followed in addition to, and not 
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in lieu of, the requirements of this chapter. 
 
8.  Report losses or compromises involving SCI per reference (d). 
 
9.  Report losses or compromises of classified information which 
involve other Government agencies to the Office of the Deputy 
Undersecretary of Defense (Counterintelligence and Security) 
(ODUSD (CI&S)) via CNO N09N2. 
 
10.  Immediately report incidents indicating a deliberate 
compromise of classified information or indicating possible 
involvement of a foreign intelligence agency to the local NCIS 
office. 
 
11.  The unauthorized disclosure of FOUO does not constitute an 
unauthorized disclosure of DoD information classified for 
security purposes.  However, appropriate administrative action 
shall be taken to fix responsibility for unauthorized disclosure 
of FOUO whenever feasible, and appropriate disciplinary action 
shall be taken against those responsible.  Unauthorized 
disclosure of FOUO information that is protected by the Privacy 
Act may also result in civil and criminal sanctions against 
responsible persons.  The Military Department or other DoD 
Component that originated the FOUO information shall be informed 
of its unauthorized disclosure. 
 
12-9  JAGMAN INVESTIGATIONS  
 
1.  A JAGMAN investigation is an administrative proceeding 
conducted per chapter II of reference (e).  A JAGMAN 
investigation is convened by the command having custodial 
responsibility over the information lost or compromised.  The 
purpose of a JAGMAN investigation is to provide a more detailed 
investigation and recommend disciplinary action or additional 
corrective action.  
 
2.  Whenever serious disciplinary action or prosecution is 
contemplated against any person(s) believed responsible for the 
compromise of classified information, formal classification 
reviews (see paragraph 12-16) shall be coordinated with the CNO 
(N09N2), the NCIS and the Office of the Judge Advocate General 
(OJAG) (Code 17).  Whenever a violation of criminal law appears 
to have occurred and criminal prosecution is contemplated, the 
OJAG (Code 17) shall notify the DON General Counsel.   
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3.  Designation as a national security case (see reference (e)) 
does not normally occur until the JAGMAN investigation is 
completed and it has been submitted to the appointing authority 
(cognizant command). 
 
12-10  JAGMAN INITIATION AND APPOINTMENT LETTER 
 
1.  The commanding officer shall appoint, in writing, an 
individual to conduct a JAGMAN investigation.  This individual 
shall have security clearance eligibility and access commensurate 
to the classification level of the information involved; the 
ability to conduct an effective, unbiased investigation; and 
shall not be someone involved, either directly or indirectly, 
with the incident.  The command security manager may not be 
appointed to conduct the JAGMAN investigation, but may provide 
advice and guidance to the investigating official (see exhibit 
12C for a sample JAGMAN appointment letter). 
 
2.  If, during the course of the JAGMAN investigation, it is 
determined that a compromise did not occur, the investigation 
shall be terminated and all addressees required by paragraphs  
12-3 and 12-8 will be notified with a brief statement supporting 
the determination. 
 
3.  Exhibit 12D is a sample format for a JAGMAN investigation.  
Questions concerning JAGMAN investigations shall be directed to 
the cognizant DON command's Staff Judge Advocate or the nearest 
Trial Service Office.  This format is merely a guideline;  
the final JAGMAN should, at a minimum, contain the information 
shown in the example. 
 
12-11  INVESTIGATIVE ASSISTANCE 
 
Successful completion of a JAGMAN investigation may, under 
certain circumstances, require professional or technical 
assistance.  Commanding officers may ask the NCIS for 
investigative assistance in cases where commands lack either the 
resources or the capabilities to conduct certain types of 
investigations.  Such a request may be made at any time during 
the course of the investigation, regardless of whether NCIS 
initially declined investigative action.  For example, NCIS can 
provide valuable assistance in interviewing witnesses who have 
een transferred or in processing latent fingerprints. b
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12-12  CLASSIFICATION OF JAGMAN INVESTIGATIONS 
 
1.  Every effort shall be made to keep the JAGMAN investigation 
unclassified; however, it shall be classified under the same 
circumstances as a PI (see paragraph 12-6).   
 
2.  An NCIS Report of Investigation (ROI) shall not be made part 
of a JAGMAN investigation.  NCIS ROIs are exempt from certain 
disclosure provisions of reference (f), while JAGMAN 
investigations are not.  By attaching the NCIS ROI to the JAGMAN 
investigation, the ROI loses its exempt status and may be 
disclosed in total under reference (f).  Extracts or statements 
acquired through the NCIS ROI may be used in findings of fact, 
but their use must first be approved by the originating NCIS 
office.  Particular attention shall be given to the handling 
instructions on the NCIS ROI cover sheet provided to commands and 
instructions contained in paragraph 0217H(2) of reference (f).   
 
12-13  RESULTS OF JAGMAN INVESTIGATIONS  
 
Upon completion of the JAGMAN investigation, the convening 
command shall forward the investigation via the administrative 
chain of command, with letters of endorsement, to the CNO 
(N09N2).  Information copies shall be forwarded to the local NCIS 
office and the originator and the OCA of the compromised 
information.  If the originator or the OCA is assigned to the 
office of the CNO or a command outside the DoD, the CNO (N09N2) 
will forward the results of the investigation. 
 

ENDORSEMENT OF JAGMAN INVESTIGATIONS BY 12-14  REVIEW AND 
       SUPERIORS  
 
1.  Each superior in the administrative chain of command shall 
review the JAGMAN investigation for completeness and return any 
deficient JAGMAN investigation for additional investigation or 
corrective action.  If the immediate superior is involved in the 
incident under investigation, then the JAGMAN must be forwarded 
to the next higher chain of command for endorsement.  
Additionally, each superior shall, by endorsement: 
 
    a.  Approve or disapprove the proceedings, findings of fact, 
opinions, and recommendations. 
 
    b.  State and evaluate the corrective measures taken, 
directed, or recommended to prevent recurrence of the incident.  
Remedial action to prevent similar incidents is very important 
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and shall be specifically addressed. 
 
    c.  Determine whether security practices are in conflict with 
this policy manual and if they are being corrected.   
         
    d.  State and review the disciplinary action taken or 
recommended to ensure it is appropriate and commensurate to the 
circumstances and culpability.  If disciplinary action is not 
taken because of extenuating or mitigating circumstances, an 
explanation must be provided.  Affirm that the command will 
comply with reference (g) concerning continuing evaluation of the 
responsible individual’s eligibility for access to classified 
nformation.   i
 
12-15  SECURITY REVIEWS 
 
Classified information subjected to compromise requires a 
security review for classification determination.  If local 
expertise is available, a security review shall be conducted for 
a classification determination.  If no such expertise is 
available, the originator or OCA of the information shall be 
asked for a security review.  A security review, however, is 
usually insufficient to support formal prosecution.  A local 
reviewer shall not declassify properly classified information, 
unless that person is the cognizant OCA. 
 
2-16  CLASSIFICATION REVIEWS  1
 
1.  When it is determined that a compromise of classified 
information has occurred, the NCIS may request the CNO (N09N2) to 
initiate a classification review.  The CNO (N09N2) shall then 
coordinate a classification review of the compromised information 
with the cognizant OCA. 
 
2.  Upon notification by the CNO (N09N2), the cognizant OCA shall 
conduct a classification review of the compromised information.  
The classification review shall include:  
 
    a.  Verification of the current security classification level 
and its duration. 
 
    b.  The security classification level of the information when 
it was subjected to compromise. 
       
    c.  Whether further review is required by another DON or DOD 
activity, or Executive Branch agency. 
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    d.  A general description of the impact on the affected 
operations.  
 
3.  Based on the results of this evaluation, the OCA shall select 
one of the following courses of action: 
 
    a.  Continue classification without changing the information 
involved; 
 
    b.  Modify specific information, in whole or part, to 
minimize or nullify the effects of the compromise while retaining 
the classification level;  
 
    c.  Upgrade the information;  
 
    d.  Downgrade the information; or 
 
    e.  Declassify the information. 
 
4.  Upon completion of the classification review, the OCA shall 
evaluate the course of action chosen and notify the CNO (N09N2) 
of the results.  If the course of action is to modify, upgrade, 
downgrade or declassify information, the OCA is to notify all 
holders of the changed information and modify applicable security 
classification guides in accordance with reference (h).    
 
12-17  DAMAGE ASSESSMENTS 
 
A damage assessment is a multi-disciplinary analysis to determine 
the effect of a compromise of classified information on national 
security.  It is normally a long-term, post-prosecutorial effort 
to determine, in great detail, the practical effects of an 
espionage-related compromise on operations, systems, materials, 
and intelligence.  A formal damage assessment is not to be 
confused with the reviews conducted by the command or OCA 
regarding classification and programmatic impact, or with the 
classification review performed in support of a prosecution.  
Depending upon the circumstances of the compromise, a formal 
damage assessment is not always necessary. 
 
12-18  PUBLIC MEDIA COMPROMISES 
 
1.  A public media compromise is the unofficial release of DoD 
classified information to the public resulting in its 
unauthorized disclosure. 
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2.  When an individual or command becomes aware that classified 
information is unofficially released to the public (i.e., 
newspaper, magazine, book, pamphlet, radio, television broadcast 
or Internet) they shall immediately notify the CNO (N09N2) (see 
paragraph 12-8 for additional reporting requirements for special 
types of information).  DON personnel shall not, under any 
circumstances, make any statements or comments concerning any 
information unofficially released to the public. 
   
3.  The CNO (N09N2) is responsible for ensuring that all known or 
suspected instances of unauthorized public disclosure of 
classified information are promptly reported, investigated, and 
appropriate corrective action is taken.  Upon notification of a 
compromise through the public media, the CNO (N09N2) shall 
consult with the Chief of Navy of Information (CHINFO), the 
Assistant Secretary of Defense (Public Affairs), NCIS, and other 
officials having primary interest in the information; and 
 
    a.  Determine whether the information has been officially 
released (under proper authority) and, if not, obtain a 
classification review from the cognizant OCA;      
     
    b.  Recommend any appropriate investigative action to the 
NCIS; 
 
    c.  If the information is, or appears to be, under the 
cognizance of another DoD component, forward the case to the 
ODUSD (CI&S), who shall determine investigative responsibility; 
and 
 
    d.  Follow-up and keep records on any actions involving 
unauthorized disclosure of classified information.  If no action 
is taken, that fact shall be recorded. 
 
4.  NCIS shall: 
 
    a.  Promptly initiate an investigation, if warranted, and 
prepare a summary of the investigation and forward it to the 
ODUSD (CI&S), via the CNO (N09N2); 
 
    b.  Provide assistance to the ODUSD (CI&S), other DoD 
components, or the FBI in cases involving unauthorized public 
disclosure of DON information; and 
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    c.  Follow up and keep records on unauthorized public 
disclosure cases.  If no action is taken, that fact shall be 
ecorded. r
 
2-19   INCIDENTS INVOLVING IMPROPER TRANSMISSIONS 1
 
Any command that receives classified information that has been 
improperly handled, addressed, packaged, transmitted, or 
transported shall make a determination as to whether the 
information has been subjected to compromise.  If the command 
determines that the classified information has been subjected to 
compromise, the receiving command shall immediately notify the 
forwarding command.  Classified information shall be considered 
as having been subjected to compromise if it has been handled 
through foreign postal systems, its shipping container has been 
damaged to an extent where the contents are exposed, or it has 
been transmitted over unprotected communication circuits (e.g., 
facsimile, telephone, Internet, or posted to a publicly 
accessible and/or unencrypted website).  If the command 
determines that the information was not subjected to compromise, 
but improperly prepared or transmitted, the receiving command 
shall report the discrepancy to the forwarding command, using 
OPNAV 5511/51 (Security Discrepancy Notice, exhibit 12E).  
Security Discrepancy Notices for shall be retrained for two 
years.  
 
 REFERENCES 
 
(a) DON Information Assurance (IA) Publication 5239-26 Remanence 
      Security Guidebook, May 2000 
 
(b) SECNAV M-5210, Records Management Manual, Dec 05 
 
(c) EKMS-1, CMS Policy and Procedures for Navy Electronic Key  
      Management Systems (U), 5 Oct 04 
 
(d) DoD 5105.21-M-1, DoD Sensitive Compartmented Information 
      Administrative Security Manual, 3 Aug 98  
 
(e) JAGINST 5800.7D, Manual of the Judge Advocate General, 
      22 Mar 04 
 
(f) Title 5, U.S.C., Section 552a, The Privacy Act of 1974 
 
(g) SECNAVINST 5510.30B, DON Personnel Security Program 
      Regulation    
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(h) OPNAVINST 5513.1F, DON Security Classification Guides,  
      7 Dec 05 
  
(i) DoD 5200.1-R, DoD Information Security Program Regulation, 

 14 Jan 97 
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 EXHIBIT 12A 
 
 SAMPLE PI LETTER FORMAT 
 
                                                5500 
                                                Ser  
                                                (Date) 
 
From:  (Title, name, grade/rank, command of investigating 
        official) 
To:    (Addressee) 
Via:   (If any) 
 
Subj:  PRELIMINARY INQUIRY (PI)  
 
Ref:   (a) SECNAVINST 5510.36A 
       (b) (If any)   
 
Encl:  (1) (If any) 
 
1.  INCIDENT:  Per reference (a), (State specifics of the 
incident, e.g., "On (date) a PI was conducted into the possible 
loss or compromise of classified information at (command).  A 
(TS, S, or C) document(s) was determined missing during a command 
inspection by Sgt. Smith at 1400...."). 
 
2.  STATEMENT OF FACTS: 
 
    a.  IDENTIFICATION OF INFORMATION OR EQUIPMENT LOST OR 
COMPROMISED:  
 
        (1) CLASSIFICATION: (Include warning notices/intelligence 
control markings). 
 
        (2) IDENTIFICATION/SERIAL NO(S): 
 
        (3) DATE: (DATE OF DOCUMENT) 
 
        (4) ORIGINATOR: 
         
        (5) OCA(S): OCA NAME, CONTACT INFORMATION AND GUIDANCE 
PROVIDED BY OCA. 
 
        (6) SUBJECT OR TITLE: 
 
        (7) DOWNGRADING/DECLASSIFICATION INSTRUCTIONS: 
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Subj:  PRELIMINARY INQUIRY (PI) 
 
    (8) NUMBER OF PAGES OR ITEMS OF EQUIPMENT INVOLVED: 
 
        (9) COMMAND POINT OF CONTACT AND PHONE NUMBER: 
  
        (10) UIC OF CUSTODIAL COMMAND: 
 
    b.  ASSESSMENT OF LIKELIHOOD OF LOSS OR COMPROMISE:  (Provide 
supporting information in either instance.  Indicate if a 
security review of the information was conducted, and state 
recommendations, if any, of actions needed to be taken to 
minimize the effects of damage). 
 
    c.  NOTIFICATION OF LOCAL NCIS OFFICE:  (Indicate when NCIS 
was notified, the name and phone number of the agent contacted, 
and if NCIS accepted or declined investigative jurisdiction.) 
       
    d.  CIRCUMSTANCES SURROUNDING THE INCIDENT:  (Provide 
explanation of contributing factors and include any interviews 
with witnesses). 
 
    e.  INDIVIDUAL(S) RESPONSIBLE:  (If any). 
 
    f.  PUNITIVE DISCIPLINARY ACTION(S) CONTEMPLATED: (If any). 
 
    g.  DETERMINATION OF SECURITY WEAKNESS(ES) OR 
VULNERABILITY(IES):  (State any command weakness(es) or 
vulnerability(ies) that may have contributed to the incident). 
 
3.  CONCLUSION:  (Choose one of following statements): 
 
    a.  A loss or compromise of classified information did not 
occur, but incident meets the criteria of a security discrepancy; 
 
    b.  A loss or compromise of classified information did not 
occur, however, a security weakness(es) or vulnerability(ies) is 
revealed due to the failure of a person(s) to comply with 
established security regulations;  
 
    c.  A loss or compromise of classified information may have 
occurred but the probability of compromise is remote and the 
threat to the national security minimal; 
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Subj:  PRELIMINARY INQUIRY (PI) 
 
    d.  A loss or compromise of classified information may have 
occurred due to a significant command security weakness(es) or 
vulnerability(ies); or   
 
    e.  A loss or compromise of classified information occurred, 
and the probability of damage to the national security cannot be 
discounted until after completion of a JAGMAN or NCIS 
investigation;  
 
4.  CORRECTIVE MEASURES TAKEN AS A RESULT OF THE INCIDENT:(If 
any; if incident occurred on an IT system, indicate how the 
affected system(s) was sanitized). 
     
5.  FURTHER ACTION:  (Indicate either that "No further action is 
required" or "A JAGMAN investigation has been initiated"). 
 
 
 
 
                                  //S// 
 
    
Copy to: 
CNO (N09N2) 
NCIS 
ORIGINATOR 
OCA(s) 
(All others required) 
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 EXHIBIT 12B 
 
 SAMPLE PI MESSAGE FORMAT 
 
ROUTINE 
R (DTG) 
FM CG SECOND MAW//G-2// 
TO COMMARFORLANT/G-2// 
INFO CMC WASHINGTON DC//CIC// 
     CNO WASHINGTON DC//N09N2// 
     NAVCRIMINVSERVRA CHERRY PT NC 
UNCLASS  //N05500// 
SUBJ/PRELIMINARY INQUIRY (PI) 
REF/A/INST/SECNAVINST 5510.36A// 
RMKS/1.  IAW REF A, THE FOLLOWING PI IS SUBMITTED: 
A.  INCIDENT:  (STATE SPECIFICS OF THE INCIDENT, E.G., ON (DATE) 
A PI WAS CONDUCTED INTO THE POSSIBLE LOSS OR COMPROMISE OF 
CLASSIFIED INFORMATION AT (COMMAND).  A (TS, S, OR C) DOCUMENT(S) 
WAS DETERMINED TO BE MISSING DURING A COMMAND INSPECTION BY SGT. 
SMITH AT 1400....). 
B.  STATEMENT OF FACTS:  (IDENTIFICATION OF INFORMATION OR 
UI COMPROMISED). EQ PMENT LOST OR 

1.  CLASSIFICATION: (INCLUDE WARNING NOTICES/INTELLIGENCE CONTROL 
MARKINGS). 
2.  IDENTIFICATION/SERIAL NO(S):  
3. DATE E F THE DOCUMENT)  : (DAT  O

ATOR:  4.  ORIGIN
5.  OCA(S): 
6.  SUBJECT OR TITLE: 
  7. DOWNGRADING/DECLASSIFICATION INSTRUCTIONS: 

8.  NUMBER OF PAGES OR ITEMS OF EQUIPMENT INVOLVED: 
9.  COMMAND POC AND PHONE NUMBER: 
10. UIC OF CUSTODIAL COMMAND : 
C.  ASSESSMENT OF LIKELIHOOD OF LOSS OR COMPROMISE:  (PROVIDE 
SUPPORTING INFORMATION IN EITHER INSTANCE.  INDICATE IF A 
SECURITY REVIEW OF THE INFORMATION WAS CONDUCTED, AND STATE 
RECOMMENDATIONS, IF ANY, OF ACTIONS NEEDED TO BE TAKEN TO 
MINIMIZE THE EFFECTS OF DAMAGE). 
D.  NOTIFICATION TO THE LOCAL NCIS OFFICE: (PROVIDE THE IDENTITY 
OF THE NCIS OFFICE, SA NOTIFIED AND TELEPHONE NUMBER.  INDICATE 

TION). IF NCIS ACCEPTED OR DECLINED THE INVESTIGA
E.  CIRCUMSTANCES SURROUNDING THE INCIDENT:  (PROVIDE EXPLANATION 
OF CONTRIBUTING FACTORS AND INCLUDE ANY INTERVIEWS WITH 
WITNESSES). 
F.  INDIVIDUAL(S) RESPONSIBLE:  (IF ANY). 
G.  PUNITIVE DISCIPLINARY ACTION(S) CONTEMPLATED:  (IF ANY). 



         SECNAV M-5510.36 
June 2006 

 

12B-2 

H.  DETERMINATION OF SECURITY WEAKNESS(ES) OR VULNERABILITY(IES): 
(STATE, IF ANY, COMMAND WEAKNESS(ES) THAT MAY HAVE CONTRIBUTED TO 

. THIS INCIDENT)
I.  CONCLUSION: (CHOOSE ONE OF THE FOLLOWING STATEMENTS:  (1) 
A LOSS OR COMPROMISE OF CLASSIFIED INFORMATION DID NOT OCCUR, BUT 
INCIDENT MEETS THE CRITERIA OF A SECURITY DISCREPANCY; (2) A LOSS 
OF COMPROMISE OF CLASSIFIED INFORMATION DID NOT OCCUR, HOWEVER, A 
SECURITY WEAKNESS(ES) OR VULNERABILITY(IES) WAS REVEALED DUE TO 
THE FAILURE OF A PERSON(S) TO COMPLY WITH ESTABLISHED SECURITY 
REGULATIONS; (3) A LOSS OR COMPROMISE OF CLASSIFIED INFORMATION 
MAY HAVE OCCURRED BUT THE PROBABILITY OF COMPROMISE IS REMOTE AND 
THE THREAT TO THE NATIONAL SECURITY MINIMAL; (4) A LOSS OR 
COMPROMISE MAY HAVE OCCURRED DUE TO A SIGNIFICANT COMMAND 
SECURITY WEAKNESS(ES) OR VULNERABILITY(IES); OR (5) A LOSS OR 
COMPROMISE OF CLASSIFIED INFORMATION OCCURRED, AND THE 
PROBABILITY OF DAMAGE TO THE NATIONAL SECURITY CANNOT BE 
DISCOUNTED UNTIL AFTER COMPLETION OF A JAGMAN OR NCIS 
INVESTIGATION. 
J.  CORRECTIVE MEASURES TAKEN AS A RESULT OF THE INCIDENT:   
(IF ANY.  IF INCIDENT OCCURRED ON AN IT SYSTEM, INDICATE HOW THE 

ED.). SYSTEM WAS SANITIZ
K.  FURTHER ACTION:  (INDICATE EITHER THE "NO FURTHER ACTION IS 
REQUIRED" OR "A JAGMAN INVESTIGATION HAS BEEN INITIATED").  
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 EXHIBIT 12C 
  SAMPLE JAGMAN APPOINTMENT LETTER 
                                                   
                                                 5830 
                                                 Ser 
                                                 (Date) 
 
From:  Commanding Officer, Headquarters Battalion, Marine Corps 
       Base, Camp Pendleton, CA 
To:    CAPT James E. Smith, USMC 
 
Subj:  INVESTIGATION OF THE LOSS OR COMPROMISE OF CLASSIFIED     
       INFORMATION THAT OCCURRED AT (COMMAND) ON (DATE) 
 
Ref:   (a) JAG Manual                          
 
1.  Under Chapter II, part A, of reference (a), you are appointed 
to investigate, as soon as practical into circumstances 
surrounding the loss or compromise of classified information that 
occurred at (command) on (date).  
 
2.  You are to investigate all the facts, circumstances, and the 
cause of the loss or compromise and provide identification of all 
compromised information and any potential impact on the national 
security.  You should recommend appropriate administrative or 
disciplinary action(s).  Particular attention should be given to 
reference (a). 
 
3.  Report your findings of fact, opinions, and recommendations 
by (date), unless an extension of time is granted.    
 
4.  By copy of this appointing order, Commanding Officer, 
Headquarters Company, is directed to furnish necessary reporters 
and clerical assistance for recording the proceedings and 
preparing the record. 
 
 
 
   
       //S// 
 
Copy to: 
(if any) 



 SECNAV M-5510.36 
June 2006 

 
12D-1 

 
 EXHIBIT 12D 
 
 SAMPLE JAGMAN INVESTIGATION FORMAT 
 
                                                 5830 
                                                 Ser  
                                                 (Date) 
 
From: (Name, title, grade/rank, command of investigating 
       official) 
To:   (Addressee) 
 
Subj: JAGMAN INVESTIGATION FORMAT 
 
Ref:  (a) SECNAVINST 5510.36 
      (b) (JAGMAN appointment ltr) 
      (c) (JAGINST 5800.7C of 3 Oct 1990) 
      (d) (Any others) 
 
Encl: (1) (Preliminary inquiry should be provided as an 
enclosure; other enclosures as necessary). 
 
1.  TYPE OF INCIDENT:  (Loss or compromise). 
 
2.  IDENTIFICATION OF LOST OR COMPROMISED INFORMATION OR 
EQUIPMENT: 
       
    a.  CLASSIFICATION:  (Include warning notices/intelligence 
control markings). 
 
    b.  IDENTIFICATION/SERIAL NO(S): 
 
    c.  DATE:  (The date of document). 
 
    d.  ORIGINATOR:  
 
    e.  OCA(S):  (Identity of OCA, date contacted and guidance 
provided). 
 
    f.  SUBJECT OR TITLE: 
 
    g.  DOWNGRADING/DECLASSIFICATION INSTRUCTIONS: 
 
    h.  NUMBER OF PAGES OR ITEMS OF EQUIPMENT INVOLVED: 
 
    i.  COMMAND POINT OF CONTACT AND PHONE NUMBER: 
 
    j.  UIC OF CUSTODIAL COMMAND: 
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Subj:  JAGMAN INVESTIGATION FORMAT 
 
3.  NOTIFICATION OF OCA AND LOCAL NCIS OFFICE:  (Affirm that the 
OCA, local NCIS office and cognizant command were notified in a 
timely manner, and what action NCIS took upon notification (i.e., 
action initiated, declined jurisdiction)). 
 
4.  INTERVIEWS:  (Interview all involved parties.  Coordinate 
with the NCIS or the JAG agents to avoid interviewing a criminal 
suspect or "designated party."  Include the following 
information): 
 
    a.  NAME/GRADE OR RANK/BILLET TITLE:  (Do not use SSNs unless 
absolutely necessary for positive identification). 
    
    b.  TESTIMONY(IES):      
                     
5.  WHEN:  (Period of time during which the information was      
  lost or compromise).  
              
6.  WHERE:  (Location) (If controlled space, identify all those 
who had access to the space, and identify all geographic ports of 
call, airfields or ocean areas involved, if warranted).  NOTE:  
When classified information or equipment is lost in foreign 
countries and cannot be recovered, the location shall be 
classified at the same level as the lost information or 
equipment; this report will be classified since it will identify 
this information.  
    
7.  HOW:  (The loss or compromise occurred, and how this 
determination was derived). 
 
8.  INDIVIDUAL(S) RESPONSIBLE:  (If culpability is indicated). 
     
    a.  NAME:  (In full). 
    b.  DPOB:  (City and state). 
    
9.  SECURITY REVIEW:  (State if information or equipment is 
classified properly as determined by the initial security review 
or the classification review by the cognizant OCA.  Provide any 
supporting data for your conclusions(s).   
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S
 
ubj:  JAGMAN INVESTIGATION FORMAT 

10.  FINDINGS OF FACTS:  (Chronology of the circumstances 
surrounding the incident.  Facts should be substantiated by 
witness statements or precise identification of paragraphs in 
other enclosures of the investigation).  
 
11.  SUMMARY OF EVENTS THAT LED TO COMPROMISE:  (Based on your 
facts of findings, and interviews with individual involved). 
 
12.  PROBABILITY OF COMPROMISE:  (Based on your investigation, 
state your opinion as to the probability of compromise (e.g., the 
likelihood that a loss or temporarily loss (loss of control of 
information), or an unauthorized disclosure actually resulted in 
compromise.  If you disagree with the PI findings say so.  If you 
are certain that neither a loss or compromise occurred, and that 
no serious security weakness(es), vulnerability(ies) or punitive 
disciplinary action(s) are warranted, you may, with the convening 
command's approval, provide written notification to all PI 
addressees and end your investigation.) 
 
13.  RECOMMENDATION FOR CORRECTIVE ACTION(S):  (State any 
corrective actions necessary to prevent recurrence).   
 
14.  RECOMMENDATION OF PROPOSED DISCIPLINARY ACTION(S):  (If 
required by appointing letter, recommend any proposed 
disciplinary action(s)). 
 
            
             
 
  
                                    //S// 
Copy to: 
CNO (N09N2) 
ORIGINATOR 
OCA(s) 
NCIS 
(All others required) 
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